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Identify one or more risk management principles that will form the basis of how the entity approaches its risk management processes. |
The alignment with risk management principles must support the entity’s policies and standards for risk management objectives. =
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Identify, implement and document critical dependencies that are necessary to legitimately identify, assess and manage risk.
- T TN T T ] ]
. . . Establish technology dependencies that affect risk Establish business dependencies that affect risk management
| Establish risk management dependencies | | . s | .. |
management decisions decisions
| | | | | Establish a data |
- " e Accurate & current classification scheme .
| [ meony | | O e | | rervaressotare | | Acarsies corentnemonc] g natcomstttes | | g Sioce el |
Inventories the "crown jewels" for data
| | | | | protection requirements |
Threat Threat "
| | | | | | Grouping # Threat
| Identify the risk authority | | A g  ba Understanding of | | |i|2;ﬂt?eidvt\e/2$y rllr?;ta I?:lrlz]set o e d o | NT-1 |Drought & Water Shortage
Define risk impact effects for various levels of [SlcuraDg currenDFS a technology dependencies maturity level for Security & : ofrct:)e ne documentation N2 |Earthauakes
| management | | ow Diagrams (DFD) that affect operations | | y orivacy Y of business practices | a
| | | | | | NT-3 |Fire & Wildfires
| | | | | : 4 |Floods
Implement third-party . | L=
; ; Assign competent &
Establish a Plan of Action overnance as part of a :
| Define risk levels & Milestones (POA&M) or | | Consistent application of Results from vulnerability | | g Supply ChainpRisk trained personnel to the | NT-5 |Hurricanes & Tropical Storms
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** Assessing risks in the context of the SP-RMM
applies to various assessment scenarios:

- Cybersecurity Risk Assessment

- Third-Party Risk Assessment

- Data Protection Impact Assessment (DPIA)

- Business Impact Assessment (BIA)

- Privacy Impact Assessment (PIA)

Ad Hoc Practices

Capability Maturity Model

Risk Assessment Rigor Define "what right looks like" by

identifying a target maturity
level. This can be done through
the Security & Privacy
Capability Maturity Model
(SP-CMM).

SP-CMM 2
Planned & Tracked

Level 1 - Basic
(Minimum Assurance)

Requirement-Driven Practices

Level 2 - Focused
(Minimum Assurance)

The criteria of the SP-CMM can

risks from the control deficiencies.

— Establish the context of the Security & Level 3 - Comprehensive purposes and as a benchmark eli betine
General description & purpose Privacy Risk Environment (SPRE). The (Minimum Assurance) to assess against.
Applicable statutory, regulatory & contractual requirements SPRE is the overall operating environment that Enterprise-Wide Standardization
Background . o is in scope for the risk assessment. This is v o J
Information Applicable contracts PR > where the threats, risks and vulnerabilities
Stakeholders (internal & external) R T affect the entity’s protection measures. This
- - : : e can be addressed through a well-documented
Unique data protection consideratons | PP R System Security & Privacy Plan (SSPP).
Hardware & software in use i i
Metrics-Driven Governance
Geo-location considerations (storage & processing)
System Identity & Access Management (IAM) v
Environment : From the applicable security & privacy SP-CMM 5
Description | Network boundaries controls, evaluate those controls based on the Continuously Improving
Supply chain overview entity's THREAT CATALOG to identify current
Ongoing maintenance & support plan (;{rlgg?:?kioggotlodi(ejzzteifr;ciﬁ: ;thg:izczmg World-Class Practices

Assessment Methods

Qualitative
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| Method 1
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Utilize entity-accepted methods to assess the
™ control in the most objective method possible.

Semi-Qualitative

Alternative

|

|

|

Method 2 |

|

- Method 3 |
Deficient |

Quantitative Occurrence Likelihood (OL)

Virtual certainty the event will occur at some time, under normal business
conditions, that can be quantified as greater than a 99% chance of occurrence.

Occurrence Likelihood (OL)
Possible
[25% ta 7O

chance of

SP-RMIM
Risk Matrix

Likely to expect the event to occur at some time, under normal business

Highly Unlikely
conditions, that can be quantified as between a 70%-99% chance of occurrence.
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chance of

Likely

Reasonable to expect the event could occur at some time, under normal

| e - Almost Certain

Catastrophic EKTREM E RISK Possible l;g;ijr:f:rslcc;c.)nditions, that can be quantified as between a 25%-70% chance of
Impact Effect (IE
P ( ) Unlikel Unlikely to expect the event to occur at some time, under normal business
Catastrophic Critical, long-term damage or service impact. Financial and reputational damage Critical SEUEHE RISI{ y conditions, that can be quantified as between a 10%-25% chance of occurrence.
P could be enough to ruin the business.
e Critical, short-term damage or service impact. Financial and reputational . . Hiahlv Unlikel Highly-unlikely event that can be quantified as between a 1%-10% chance of
Critical damage could create noticeable loss of market share. e Impact H IGH RISK ghly y occurrence.
- Major damage or service impact. Extensive reputational and financial impact, . ’ Effect (IE) . . Lo . .
Major : - - Theoretically possible. The likelihood of occurring can be quantified as less than
but not enough to ruin the business. MDDERATE RISK Remote 2 1% chance of occurrence.
Noticeable damage or service impact. Harmful reputational and financial impact,
Moderate but not enough to ruin the business.
. Localized or minimal damage or service impact. Minor reputational and financial
Minor ot LOW RISK
Insignificant Little to no damage or service impact. No reputational or financial impact. ————————
A —_— e | Risk Assessment Report |
: | | |
. | Priority 1 | | |
- Emergenc . .
| gency | Plan of Action & Milestones
| (POA&M) |
' Prioritize and d t the identified risk | Priority 2 | | |
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rioritize and document the identified risks. —»l Elevated |
NVD Vulnerability Severity Ratings | — | | Risk Register |
CVSS 3.0 Ratings™** = \\here feasible, the NVD Vulnerability Severity | gtr:r)\rgzrz | | |
Critical Ratings should be leveraged to provide objectivity | _ _ |
. when evaluating a technical risk. The CVSS 3.0 C - System Security & Privacy Plan
High rating can be leveraged to determine an appropriate f_ | (SSPP) |
Medium 40-6.9 Risk Impact Effect that is specific to the entity's use |
of the technology in question. v - -
Low 0.1-3.9 | A
***CALCULATING INHERENT RISK: . '
None 0.0 | The Occurrence Likelihood (OL), in combination with the Impact Effect (IE) will provide :
the "inherent risk" score. This is considered a raw or unmitigated risk score.'It is :
| Ca_lculate important to note that inherent risk does not take into account any control weighting,
| Risk *** the maturity of implemented controls or any other mitigating factors. !
| CALCULATING RESIDUAL RISK:
| To understand the "residual risk" that takes into account control weighting, the maturity
of implemented controls and other mitigating factor, it requires expanding upon ,
| inherent risk calculations. To identify the residual risk score, Occurrence Likelihood !
L (OL) is calculated by Risk Impact Effect (IE), Control Weighting (CW), Maturity Level
(ML) and Mitigating Factors (MF).
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Executive Management | |
| | Risk Treatment Option # 1 |
| | Tier 4 Management | Reduce the risk to an acceptable level N
| Board of Directors | | |
| L - 16 | Risk Treatment Option # 2 | ,
| Management | Avoid the risk | g
Determines '
Risk Treatment | ] ) | ;
| Risk Treatment Option # 3 N
| | Transfer the risk to another party |
| | Risk Treatment Option # 4 |
S Accept the risk
| 3 _ | |
| Risk Status 1 B
| | Open (unacceptable risk) e -
Implement risk
| | Risk Status 2 treatment options.
| Open (acceptable risk) Document risk status
. . L through remediation.
[continuous risk monitoring & assessments] |
| | Risk Status 3
Closed
| -
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Calculating Risk Using The Security & Privacy Risk Management Model (SP-RMM) version 2022.2

Occurrence

Likelihood (OL)

Description

Almost Certain 6 Virtual certainty the event will occur at some time, under normal business conditions, that can be quantified as greater than a 99% chance of occurrence.
Likely 5 Likely to expect the event to occur at some time, under normal business conditions, that can be quantified as between a 70%-99% chance of occurrence.
Possible 4 Reasonable to expect the event could occur at some time, under normal business conditions, that can be quantified as between a 25%-70% chance of occurrence.
Unlikely 3 Unlikely to expect the event to occur at some time, under normal business conditions, that can be quantified as between a 10%-25% chance of occurrence.
Highly Unlikely 2 Highly-unlikely event that can be quantified as between a 1%-10% chance of occurrence.
Remote 1 Theoretically possible. The likelihood of occurring can be quantified as less than a 1% chance of occurrence.

l

Impact Effect

(IE) Score Description
/ — Catastrophic 6 Critical, long-term damage or service impact. Financial and reputational damage could be enough to ruin the business.
/ / -~ Critical 5 Critical, short-term damage or service impact. Financial and reputational damage could create noticeable loss of market share.
/ Major 4 Major damage or service impact. Extensive reputational and financial impact, but not enough to ruin the business.
/ / Moderate 3 Noticeable damage or service impact. Harmful reputational and financial impact, but not enough to ruin the business.
/ / Minor 2 Localized or minimal damage or service impact. Minor reputational and financial impact.
/ / Insignificant 1 Little to no damage or service impact. No reputational or financial impact.
Y v
Occurrence Likelihood (OL) X Impact Effect (IE)
[1-6] [1-6] *CALCULATING INHERENT RISK: [OL *IE ]
The Occurrence Likelihood (OL), in combination with the Impact Effect (IE) will provide the "inherent
risk" score.
Raw / Unweighted
Risk Score Note - Inherent risk does not take into account any control weighting, the maturity of implemented
controls or any other mitigating factors.
SCF has built-In Control
Weighting Values [1-10] *CALCULATING RESIDUAL RISK: [OL* IE * CW * ML * MF]
To understand the "residual risk" that takes into account control weighting, the maturity of implemented
INHERENT OL * IE o | control weighting (cw) controls and other mitigating factor, it requires expanding upon inherent risk calculations.
RIS K* [1-36] [1-10]
To identify the residual risk score, Occurrence Likelihood (OL) is calculated by Risk Impact Effect (IE),
Control Weighting (CW), Maturity Level (ML) and Mitigating Factors (MF).
Weighted
Risk Score
Maturity Level (ML) ML Description ML Value
Not Performed
OL * IE * CW y Maturity Level (ML) 1 Performed Informally 1.0
[1-360] [0-50%] 2 Planned & Tracked 0.9
3 Well Defined 0.7
4 Quantitatively Controlled 0.6
Weighted Maturity Continuously Improving 0.5
Risk Score
Mitigating Factor (MF) Risk Reduction MF Value
N/A - Not Required Not Applicable
OL* IE* CW * ML Mitigating Factors (MF) No Mitigating Factors Available 0% 1.0

[1-360]

[0-50%)]

Minimal Impact Reduction (Occurrence and/or Impact ) 10% 0.9

Compensated,
Weighted Maturity
Risk Score

Moderate Impact Reduction (Occurrence and/or Impact ) 30% 0.7
Significant Impact Reduction (Occurrence and/or Impact ) 50% 0.5

Risk Level RENLIEIRNS QVEIES

Low 1<=36
RESIDUAL OL*IE * CW * ML * MF Moderate >36 <= 108
RISK** [1-360] High >108 <= 198

SEVEIE >198 <= 288
SDUEINE >288 <= 360

Both Inherent Risk & Residual Risk map into the SP-RMM Risk Matrix (graphic shown below.
- For Inherent Risk, find the cell where Occurrence Likelihood (OL) intersects Impact Effect (IE) to determine the risk level.
- For Residual Risk, utilize the calculated Residual Risk values (see chart above) to determine the corresponding risk level.

SP-RIMIM
Risk Matrix

Impact

Catastrophic

Critical

Effect (IE)

Occurrence Likelinood [OL)

Highly Unlikely Unlikely Possible i Almost Certain
SOl shaneaar | FIN e BED oianea [0 ta 255 [25:7 ta FO FOsT ¢ ; chance of

chance of chance of chance of ocourrence]

EXTREME RISK

SEVERE RISK >288 <= 360

HIGH RISK >108 <= 288

MODERATE RISK >108 <= 198

LOW RISK

=36 <= 108

FORGE

www.ComplianceForge.com

www.SecureControlsFramework.com

Copyright © 2022 by Compliance Forge, LLC (ComplianceForge). All rights reserved.

All text, images, logos, trademarks and information contained in this document are the intellectual property of ComplianceForge, unless otherwise indicated. Modification of any content, including text and images, requires the prior written permission of
ComplianceForge. Requests may be sent to support@complianceforge.com.



	Security & Privacy Risk Management Model (SP-RMM)
	2022.2 - SP-RMM
	Calculations


